Oklahoma Office of Homeland Security

Recommended Ad Settings

Facebook Ads

Third Party Sites Facebook does not give third party applications or ad networks the right to
use your name or picture in ads. If we allow this in the future, the setting
you choose will determine how your information is used.

You may see social context on third party sites, including in ads, through
Facebook social plugins. Afthough social plugins enable you to have a
sacial experience on a third party site, Facebook does nat share your
information with the third party sites hosting the social plugins. Learn more
about social plugins.

i in the future, show my information to
Com )

[T [cance |

Ads and Friends Here's an example of a Facebook Ad:

Denver Sushi Denver Sushi

The best sushi in The best sushi in
Denver. Try our daily Denver. Try our daily
lunch specals for lunch specials for
$9.95. Fan our page $9.95. Fan our page
for special offers. for specal offers.
| |
& Like - Hollie Dollie likes Denver Sushi.

This setling only applies to ads that we pair with news about soial actions.
So, independent of this setting, you may stil see social actions in other
contexts, like in Sponsored Stories or paired with messages from
Facebook. You can leam more about how social ads, Sponsored Stories,
and messages from Facebook work in the Help Center.

Pair my social actions with ads for | No one
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Ads Based On Your Use Of
Websites Or Apps Off
Facebook

Ads Based On Your Use Of Websites Or Apps Off Facebook

One of the ways ads reach you is when a business or organization asks Facebook
to show their ads to people who have used their websites and apps off Facebook.
For example, you might visit a company's website that uses cookies to record
visitors to it. The company then asks Facebook to show their ad to this list of

visitors, and you might see these ads both on and off Facebook. This is a type of
interest-based

the purpose of showing you ads, you can opt out through the Digital Advertising

Alliance in the USA, Digital Advertising Alliance of Canada in Canada or the

uropean Digital Advertising Alliance in Europe. You can also opt out using y
dg device setiings.

You only ne nce. If you opt out of interggL: Wertising from
Facebook on one phone or computer, we'l apply that choice everywhere you use
Facebook.

“Opt Out” to prevent companies
from collecting your information

and data based on your activity on
websites, devices, or apps for the
purpose of advertising

Facebook Safety & Security

Cybersecurity
Training
Curriculum
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Stay Connected

Social Media
Smart Card

Security inan
Insecure World

https://oklahoma.gov/homeland-security/
cyber-security.html

>

info@okohs.ok.gov

https://www.facebook.com/OklahomaOHS

@oklahomaofficeothomelandse310
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, @OklahomaOHS
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Note:

The recommendations in this brocure are
based on the settings available at the time
of this publication. These settings are not
a guarantee of security or safety; caution
should be exercised whenever using social
media services.

Facebook




Social Media sites help us keep in touch with
friends and family around the globe. It is
important to maximize security settings to

keep outsiders from obtaining your personal
information.

Create Group

Access your
Facebook security
settings from the
“Home" bar

Manage Groups

Create Page
Manage Pages

Create Ads
Advertising on Fa
Activity Log

o Eead B

Help
Report a Problem

Perform Privacy Checkups

Who can see my stuff?

Who can contact me?

How do | stop someone
from bothering me?

See More Settings orvisi Privacy Basics

Privacy Checkup ““

Account Deactivation

Ty Settings.

Login Alerts

ot TG Login Approvals

1 Videos

Recommended Security Settings

Security Settings

Login Alerts

Login Approvals

Where You're Logged In

Get an alert when anyone logs into your account from a new device or

browser.
i Notifications
« Get notifications
Don't get notifications
Email

= Email login alerts

Don't get email alerts

[ Text messages

« Text login alerts
Don't get text alerts

Current Session
Location
Device Type

' Require a security code to access my account from unknown browsers

Check this
often to ensure

there are no
unauthorized
logins.

Recommended Privacy Settings

Privacy Settings and Tools

Who can see my stuff?

Who can contact me?

Who can look me up?

Who can see your future posts?
Review all your posts and things you're tagged in

Limit the audience for posts you've shared with
friends of friends or Public?

Who can send you friend requests?

Edit

Use Activity Log

Limit Past Posts

Friends of Friends Edit

Whose messages do | want fitered into my Inbox? w Edit

Who can look you up using the email address you
provided?

Who can look you up using the phone number you
provided?

Do you want other search engines to link to your
timeline?

Timeline and Tagging Settings

Who can add things to my
timeline?

Who can see things on my
timeline?

How can | manage tags
people add and tagging
suggestions?

Who can post on your timeline?

Review posts friends tag you in before they appear
on your timeline?

Review what other people see on your timeline

Who can see posts youve been tagged in on your
timeline?

)

Edit

Edit

Edit

Edit

Edit

Activate Bl

ocking

Blocking
prevents
activitiy

from specific

people, apps
or pages

Manage Blocking

7

Change your password at least
every 6 months and make sure
you folow best security practices
when choosing one.

Keep your friend’s list limited to
those you know in real life.

Don't accept friend requests from
unknown individuals

Privacy Settings aren’t a complete
solution

Don't post anything sensitive,
and don't assume the messanger
application is secure.

You can control who can and can't
see your profile and posts

Who can see what others post on your timeling? Custom
See how your
the tags appear on Facebook?

E———————— O Ofile l00ks to

add to the audience if they arentt already in it?

Who sees tag suggestions when photos that look
ike you are uploaded?

other people

Check your settings periodically to
review permissions to your account and

data access
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