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While viewing a connection’s profile, you have several

options. You may block or remove a connection by
selecting the down arrow on their profile page and
selecting “Block or Report’, or “/Remove Connection”.

Security Tips

To ensure your information is protected, always
access LinkedIn via https://www.linkedIn.com or
use LinkedIn’s mobile application.

Remember that adversaries can use LinkedIn, too,
and not everyone is who they say they are. Be
careful what information you share online.

Practice good password hygiene. Change them
every few months and don't reuse ones from other
sites. Make sure they’re complex and hard to guess.

Be wary of links, especially ones in unsolicited
messages. Keep your computer’s anti-virus up to
date and don't click on untrusted URLs.

Generic photographs? Incomplete profile? Odd
wording in message? Be on the lookout for fake
profiles trying to connect with or message you.

Report scammers, spammers, and fake accounts to
LinkedIn. Doing that helps keep the site safer for
everyone.

Note:

Social Media helps us keep in touch with
friends, family, and colleagues. It is important
to maximize security settings to keep
outsiders from obtaining your personal
information.

The recommendations in this brochure are
based on the settings available at the time
of this publication. These settings are not
a guarantee of security or safety; caution
should be exercised whenever using social
media services.

Stay Connected

https://www.oklahoma.gov/homeland-
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Privacy & Settings >> ACCOUNT Privacy & Settings >> COMMUNICATION | Privacy & Settings >> PRIVACY
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recommended to change the following settings: recommended to change the following settings: i recommended to change the following settings:
Path to Get
Setting Recommendation : Setti Path to Get . : . Path to Get .
: ettin Recommendation |: Settin Recommendation
You There : 9 You There : 9 You There
. . . Only provide one email
Email Privacy & Settings > P Pri - Ay L
Radresses | Account> bases | |20dress o mitpersonal | fgmay - |Prvacy settings Setto:Of‘toeminate o [setwotontoveriy logi
¢ | Frequency S Basics LinkedIn ¢ | Two-Step Privacy & Settings > | attempts and to sign out
. . Provide a phone number | : i | Verification | Account > Security | of other places you may
Phone Privacy & Settings > | "onaple two-step : Set to“Only people who | be signed in
numbers Account > Basics verification Who can send Erggr%yn%usneigtr;gfws know your email address |
: | you invitations . or appear in your ‘imported | . . . .
Folloyv secure passyvord : y > Basics con'gréts Iilst")'/ urimp . | sharin Privacy & Settings > | Set to “No”to avoid notices
) ) practices by changing : : Proﬁlesg Edits Account > Profiles to your network when you
Change Privacy & Settings > | your password once a ) ) Set to “Introductions Only” | Privacy make a profile change
password Account > Basics month, using a mix of [ Messages Privacy & Settings | "1 messages you get  |:
letters, numbers, and : > Communications —
i | from members h from othermembersand |i | Notif Set to“No” t t
characters : > Basics t id phishi tt ts | otrying Privacy & Settings €t to RO to preven
: 0 avoid phishing attempts |: | connections > Account > Profile | connections and followers
Name, Privacy & Settings > Please be aware ofthe | : Set to“No” unl |; [whenyoure |50 from knowing when you
!ocatlon, and Account > Basics information you are giving : Privacy & Settings ELTo NO" uniess you want {: 1in the news y are mentioned in the news
industry out : .Gro.up. > Communications .to. receive |nV|tat|on§ to
Review this setting ; [Invitations > Basics Jt?": grr:ljlpss. Ei ;giur;uous of Who can Privacy & Settinas Determine your privacy
Where you're |Privacy & Settings > | frequently to help detect groups you) : see vour S Accgunt N Progﬁle settings based on best
signed in Account > Basics unauthorized access to : Pri & Setti “No” K : conzections Privac security practices and your
your account Group rivacy ettings | Set to“No” so your network |: y intended audience

- - | notifications | > €ommunications [ will not be notified when
Third Party Privacy & Settings Review and limit third > Basics you join a group

ADDS > Account >Third arty abos : 5 Proﬁ[e Privacy & Settings > | Control what others see
PP Parties party app : Privacy & Setto“No”soyouwillbe |} |viewing Account > Blocking |about you when you've
Do not allow data i [ Participatein | Settings > exempt from receiving : |options and Hiding viewed their profile
Twi Privacy & Settings sharing with Twitter if i | research Communications> [invitations to participate :
S\évtlttitr?rs > Account > Third you don't intend for your | Basics in research Privacy & Settings > | Control who can follow
9 Parties information to be shared Pri & Setti Set to “No” to eliminate i | Followers Accou.nt. > Blocking | you and see your public
through both services : | rrvacy &oettings | o licited email : and Hiding updates
Partner InMail | > Communications - :
Privacy & Settings . : S Basics from LinkedIn partner :
WeChat > Account > Third Do not allow data sharing | : ! companies
Settings Parties with WeChat, if possible :
Trv Premium Privacy & Settings Your personal preference, C|OSing Your Account Slgn Out
fo)r/ Free > Account > but there may be a fee : :
Subscriptions later u
.. @ Account @ Privacy £ Communications
. Privacy & Settings Do this if you suspect. Tuer salis el B kel
Closing your > Account > your account or identity : . Manage your witerinfo and actty on your inkedin acout :
account Subscriptions has been hacked or : i WeChat settings n Sign Out
compromised L o : TS o
Subscriptions : be
: Job Posting Manage
Try Premium for free
Explore what Premium can do for you : Language Change
Closing your account ange n
Learn about your options, and close your account if you wish H al Privacy & Settings Manage
Help Center Get Help

If you no longer want your LinkedIn account, or suspect it has been

hacked, you may close your account under: Always make sure to sign out when you are done,
Account and Settings > Privacy & Settings > Account > Subscriptions [ especially when using a shared computer.
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